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Contact I nformation

Customer feedback is extremely valuable to us at Synametrics Technologies. We take all inputs and suggestions into
consideration and incorporating them into our products. It is also our mission to help you quickly solve any technical
issues or questions that might arise.

Sales

Should you have a questions regarding features, pricing or additional product information contact our sales team:
Phone: 609-705-0007 x 1
Emall: Sales@synametrics.com

Support

Should you have any technical questions or concerns, contact our support team:
Phone: 609-705-0007 x 2
Email: Support@synametrics.com

Online Support

If you have any questions about Xeams, check out these additional resources:
https://xeams.com/forum

https://xeams.com/K nowledgeBase.htm

https//xeams.com/FAQ.htm

https://xeams.com/blog

https//xeams.com/troubleshoot.htm




Overview

Xeams is a secure and powerful mail server that is capable of running on muitiple Operating Systems. Xeams
supports SMTP, POP3 and IMAP, includes a strong junk mail filtering engine that eliminates up to 99% of
junk mail upon installation and setup, and is extremely user friendly. Xeams User Guide is designed to provide
detailed instructions for installing, configuring, and using the program. It also includes details about advanced
features such as clustering, live monitoring, live logging and more.

Audience

Xeams User Guide is designed for use by home users, business professionals, corporate system
administrators, and other technical staff.



| mportant Concepts

I ntroduction

This chapter provides information about the setting up Xeams.

In this chapter
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M odes of Oper ation

After inputting the administrator username and password, you will be asked which mode you would like to run
Xeams with. There are 3 different modes of operation. Y ou can switch from one mode to the other at any time
using the Admin Console.

Stand Alone M ode

In this mode, Xeams runs as a full email server. SMTP, IMAP and POP3 protocols are fully supported. All
users have their own inbox. Spam filters check all incoming emails before they are forwarded to the
appropriate inboxes.

Users can access thelr emails with any client, such as Xeams web client, MS Outlook, Thunderbird, or any
other that support POP3 or IMAP protocols to fetch new emalls.

Stand alone is the defauit mode of operation. No other email server is required if you use Xeams in this mode.
Spam Firewall

In this mode, Xeams acts as a firewall that sits in front of your corporate email server. Xeams checks each
inbound email before being forwarded to the actual email server. Similarly, every outbound message is
checked before being delivered to its final destination.

Xeams works with any email server that supports the SM TP protocol, including Microsoft Exchange,
Sendmail, Novel Groupwise, Lotus Notes and others.

Xeams provides two types of SM TP servers while operating in this mode:
= Regular SMTP Server
=  SMTP Proxy Server

Hybrid Mode

This mode is a combination of Stand Alone and Spam Firewall modes. User's inboxes are created in two
locations. Xeams and your corporate email server. Users have a choice of using either one.

Although, every email gets copied at two locations, it provides redundancy for your corporate email
infrastructure.



Deployment Scenarios

Xeams can be installed and configured in several different network environments, depending on your
preference:

1. Installing and Configuring Xeams when Xeams is the only email server on my network.

This scenario applies when you are using Xeams as standalone mode; you do not have any
other email servers running in your network.

Please see instructions on the installation section here.
2. Installing and Configuring Xeams to filter for another server downstream.

A. Xeas running on a different machine as your primary server.

= This scenario applies when you aready have an email server on your network, and would like
to use Xeams to filter messages for it. Y ou would like to install Xeams on a different machine
than the one that has your email server.

= Please see instructions on the installation section here.

B. Ingtalling and Configuring Xeams on the same machine where my primary server is running.

= This scenario applies when you already have an email server on your network, and would like
to use Xeanms to filter messages for it. Y ou would like to install Xeams on the same machine

where your primary server is running.
= Please see instructions on the installation section here.


http://www.xeams.com/Standalone.htm
http://www.xeams.com/FirewallDifferentMachine.htm
http://www.xeams.com/FirewallSameMachine.htm

|nbound and Outbound Filtering

Inbound

Xeams can filter inbound messages for your SMTP server. Thisis done by having incoming emails go through

Xeams first. Once filtered, those messages will go to your corporate email server. It is important to ensure that
all emails go through Xeams first, otherwise filtering will only be 40% efficient.

Outbound
Xeams can aso filter outbound messages for your primary email server. The emails that come from your

primary email server will first go to Xeams for filtering then will be sent outside to the Internet. Outbound
messages are already filtered when you use Xeams as your primary outbound SMTP server.

Note: You cannot use the proxy server to filter outbound messages. Y ou must use the regular SMTP server
for outbound message filtering.



Licensing and Editions

Xeams is Available in two editions;

1. Community
2. Enterprise

The Community Edition is geared for home users and is recommended not to be licensed in a commercial
environment, therefore, there is no cost to use this edition. In addition, the spam filtering feature is enabled in the
community edition for up to five home users.

The Enterprise Edition is based on a yearly subscription, priced by the number of users you have in your
system. The most important feature in the Enterprise Edition, junk mail filtering, is based on the number of recipients for
whom it will filter messages helps admin determine the number of users.

For more information about the differences between these two editions, please visit
http/Avww.xeams.com/Cost.htm.




Defining a User
Two factors contribute to defining a user:

1. Individual users

A. Individual users can have one or more email addresses associated with them. For exarmple,
johnny@xyz.com, john.smith@xyz.com. Both of these variations of addresses belong to the
same person and are counted as one user. To ensure Xeams does not count them separately,

ensure you properly associate johnny@xyz.com and john.smith@xyz.com with John's accourt
in Xeans.

Note: Associations MUST belong to the same user inbox. For example, jim@xyz.com and
james@xyz.com is the same mailbox.

2. Business Rules

B. Businesses can have one or more email addresses associated with them. For example,
sales@xyz.com and support@xyz.com. Both of these variations of addresses belong to the

same company and are counted as one user. Two features contribute towards this factor:
Distribution List and Mail/Discussion List.

Note: Distribution Lists will NOT count toward a license if all of the recipients are local.

Note: Click About under the Tools menu in the Admin Console to see how many active users you have. This
is the number of licenses you should purchase.

For more information on how users are calculated, please visit http://xeams.conyuser-license.htm.




|nstallation

I ntroduction

This chapter provides information about downloading, installing, and configuring Xeams.

In this chapter
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System Requirements

Xeamsis a 32-bit and 64-bit program that runs on Microsoft Windows 2000,2003,2008, XP Vistaor a
newer version, any distribution of Linux, UNIX solaris, HP-UX, AlX, Mac OSx and BSD. The following
system requirements do not take into consideration machines running multiple programs simuitaneoudly. 1f you
plan on running several programs on the computer at the same time, that computer should exceed these
recommendations.

ReguirementgDescription

Memory | Faver than 1000 emeils per day: 512 MB min (1 GB recommended)

Fewer than 20000 emails per day: 1GB min (2 GB recommended)

Over 20000 emails per day: 4GB min (8 GB recommended)

It is recommended to assume around 5MB/per email for processing. If you assume 500
simultaneous emails getting processed, you should assign about 2.5GB of memory usage.

Disk Space 60 MB for installation. Additional space will be required to store messages, which could
potertially be in gigabytes.
For example, if you anticipate 10,000 emails per day and each email on average is about 50K B,
you will need 500 MB per day.
Y ou can optionally configure Xeams to remove junk messages after a few days to conserve disk
space.

Nework | topyp

Protocol

Client Internet Explorer, Mozlla Firefox, Google Chrome or Apple Safari

Software

Other I nternet/Intranet communication capabilities




Windows

Follow the steps below to install Xeams on a Microsoft Windows machine.

1. Loginas Administrator.
Download the installer from the website. (Ensure you are using the correct version of architecture 32
or 64-bit according to your machine).

3. Extract the zipped file and run setup.exe.

4, Towards the end of the setup, a new service for Xeams will be installed and it will start in the
back-ground. For future reference use Windows services applet in the Control Panel to start and stop

the service.
5. Using your browser connect to http://localhost:5272 to access the administrator console.

Warning: Do not install Xeams in the Program Files folder. The server creates numerous files and foldersin
the installation directory once the program starts running.

If you try to install it in the Program Files folder, you will runinto several permission problems,



L inux

Follow the steps below to install Xeams on a Linux machine.

1.

Loginasroot.
Download the installer.

Note: For certain Linux distributions, you can also use wget command to download the link. For
example, -wget hitp//xeams.comyfiles/X eamsLinux.tar.

Extract the tar file using the following command: tar -xf XeamsLinux.tar (XeamsLinux64.tar if you have
downloaded the 64-bit version of Xeans).

Ensure the permissions for Install.shis set as an executable. If not, use the chmod +x Install.sh
command to change its permission.

Execute Install.sh script (./Install.sh).

By defauit, the installation script will install the server in/opt folder. Y ou can change this location to any
other value if desired. Additionally, it will create necessary scripts in /etc/init.d/ folder so that the server
comes up when you restart the machine.

Using your browser connect to hitp/localhost:5272 to access the administrator console.




Other Operating Systems

Please Note: Installation file for these platforms does not come with a JRE (Java Runtime Environmen).
Therefore, you will need to install a JRE before installing Xeams. Additionally, Java must be in your machine

path.

Follow the steps below to install Xeams on any other platformincluding UNIX (Solaris, HP-UX, AIX) Mac
OSx and BSD.

1.
3.
5.

7.
8.

9.

Loginasroot

Download the installer

Extract the tar file into any directory using the following command: gunzp -c XeamsJava.tar.gz | tar
-xVvf -

Change the permissions on run.sh so that it becomes an executable by using the following command:
chmod +x run.sh

Execute run.sh to start the server

Optionally, write a script to start the server when the machine restarts. Refer to the documentation for
your platformto see how to run scripts at startup.

Using your browser connect to http://localhost:5272.

10. If you are installing the server on Solaris, it is very likely that the JRE is already installed on the machine.



Firewall Configuration

Y ou will need to forward all traffic for Port 25 to Xeams' |P address instead of the actual email server's I[P

address. If you want to use a different port number, please specify in the Admin Console as well as in your
network firewall.

Note: Please refer to your network documentation for instructions on how to change this.



Pogst Installation Actions

Once Xeams has finished installing, the Admin Console will open when you click finish.Once the Admin
Console opens, it will prompt you to input the administrator’ s email, username, and password:

ﬁ Administrator's Email
ﬁ Login ID admin
ﬁ Create a Password

Y ou will need to choose the mode of Xeams you would like it to operate in. Please consult Important
Concepts for more informetion about the different modes of operation for Xeams,

Finally, Xeams will ask you to input a local domain name:

Domains

ﬁ Add a New Domain

After the setup, you will have to register in order to use the Admin Console for Xeams.

Note: You are required to register for Xeams, even if you intend to use the Community Edition. Please ensure

values are filled in for all entries. If you are using Xeams for a home environment, you can put your name as the
company name.
Product Registration

Why register Name: First Name
Registration offers you:
* Free support Last Name
- Free upgrades to software Company:
+ Access to pre-release versions > Your Company Name
Phone: Phone No. with country code
There is no cost for registering Xeams. ik
Email. samxeamstest@gmail.com
Click here if you already have a serial number.

Note: If you are not able to register Xeans, fill out the formin this page to obtain a serial number. Apply this
serial number by clicking on the “click here" link beneath the Why Register box.



https://www.synametrics.com/SynametricsWebApp/Download.do?ProgName=Xeams

Admin Console

I ntroduction

This chapter provides information about configuring the web interface of Xeans.

In this chapter

Topic Page
Connecting as Admin Vs Non-Admin 21
Creating Users 22
Live Logs 32
Live Monitor 33
Tools 34
Appearance 35




Connecting asAdmin Vs Non-Admin
The login page between users and the administrator have different functionalities.

The following options are available Administrators only:

= Clustering and multi- profile managemert.

= Message filtering managemernt.

= View email reports and modify alerts.

= Search messages, modify action management, manage outbound queue.

= Corfigure server options, including administering users.

= View logs, live logs/emails and smulate spam and other troubleshooting utilities.

The following options are available to users when they log in:

= View and search own message repositories.

= Black and whitelist specific email addresses and/or domains (only applies to user).
= Manage out-of-office notifications.

= Manage temporary emalils.



Creating Users

Creating users in Xeams is important, especially if you are using Xeams in Standalone mode. Additional users
are also required if:

= Youwarnt use the POP3 or IMAP server.

= Youwarnt to use SMTP authentication for outbound emails.

= Youwarnt to generate a Notification Report for your employees containing a list of messages that are
guarantined by the server.

= Youwant individual employees in your company to log in to the Admin Console and manage their own
rules.

Benefits of Creating Users

Creating users in Xeams is very beneficial regardless of which mode you operate in. These benefits include:

= Users can recelve summary reports. These reports contain emails that have been quarantined for a
user. The user can restore any message that gets incorrectly quarantined by the system. Please see the
Daily Summary Report section for more detalils.

= Users have the ability to manage their own rules. When the user logs into Xeans, they can search
messages, view their repositories, or configure black and whitelists. To black or whitelist a domain or
an email address, the user clicks on the M anage White/Blacklist button. Afterwards, they will add
the email address or domain name and click save.

See image below:
White/Black List for xeams@asdff.com

White List

DO NOT enter partial email address. Domain names must start with a '@" sign.

Add a new email/domain in White List Xeams@Xeamstest.com m
Black List

DO NOT enter partial email address. Domain names must start with a ‘@' sign.

Add a new email/domain in Black List m

User xeams@asdff.com is adding email address X eams@X eamstest.com to his whitelist. In this case, any
message coming from Xeams@Xeamstest.com to the xeams@asdff.com will get a positive score.

The user can also move a message that is in the incorrect repository. For example, if a user received a spam
email that was considered “good” by Xeams but is actually a junk message, the user can mark the message as
“junk” and move it to the spam section.

See image below:



Mark as Good Mark as Junk

First | Previous | 1 23 4567 8 9 10 11 12 13 14 15 | Next | Last

Toggle Selection

@ = Free credit card! 43 -
O = testfrom my gmail account -99 ik 2
O =+ Your account password has been changed. -147 E 2
[ =+ Request for Thermal Pads have been approved! -72 E 2
@ = schedule Meeting 72 E 2
0 =+ Question about the screenshot you want -72 S

The user sees an emall that marked incorrectly. To mark the email in the correct category, the user must check
mark the email and click on the button M ark as Junk as shown above. After clickingon M ark as Junk, the
user selects M ove Email to move the message to the correct repository.

Types of Users

There are two types of non-admin usersin Xeams. Local Users and AD Integrated Users.

The most important difference between these two types of users is where the password is stored. Local user
passwords are stored in Xeams and has no association to their OS password. The user’s passwords that are
integrated with Active Directory are never stored in Xeams. When a user logs in, Xeams will send the
authentication parameters to AD which will confirm the password. If this user is trusted by AD they will also be
trusted by Xeams.

Creating I ntegrated users with Active Directory

When Active Directory integration is enabled, alocal user in Xeans is autometically created when that person
tries connecting to the web interface of Xeams using their OS credertials.

Note: Inthis case the login ID must match you use on your OS, which is not your email address. For example:
john.doe.

Creating Local Users

There are four ways to create accounts for an end-user:

Creating M anually - this must be done by an Administrator.
Using a Wizard - this must be done by an Administrator.

By Users Themselves - this can be done by the end user.
Import Users from a Text File - this must be done by an Administrator.

A wDh PR

Creating users in Xeams manually:

1. Launchthe Admin Console and login.
2. Click M anage Users under the Server Configuration menu.
3. Click Add New User to add a new user.



There are several options in the Create Users page:

Email/Login ID: Email addresses of the user. Thisis also the user login ID.

Password: Password for the user. This password is used to connect to the Admin Console, as well
as authenticating in IMAP, POP3, or SMTP authentication. It is recommended to give the users a
generic password, and ask themto change their passwords at a later time.

Activate User: If unchecked, the user is not able to log in to the Admin Console. They will still be
able to connect using an POP3 or IMAP emall cliert.

Restrict inbound emails to buddy list: Every inbound email will autometically be marked as junk
unless the sender’ s email address is in the whitelist.

Add outbound recipients to the whitelist: When a user sends an outbound message, the system
automatically adds the recipient’s email address to the whitelist.

Allow user to associate other addresses: Users will be able to associate other email accounts to
their account. It is recommended to only enable this feature for trusted users.

Create associations: The new user will autometically be associated with every domain name thet is
local to this server. Consider the following scenario:

Assume the 3 domains below are local to your server:

1. DomainUno.com
2. DomainDos.com
3. DomainTres.com

You add a new user using John@D omainUno.com as the email login ID. The server will
autometically associate John@DomainDos.com and John@DomainTres.com to John's user
accourt.

Server’s hostname: Hostname of the server where Xeams is running with respect to the end user.
Due to NAT, the IP address of the machine might be different than the actual address fromthe user’s
perspective.

Consider the following scenario:

Assume the machine' s I P address where Xeams is running is 192.168.1.5, which is the address inside
your network. If a user is connecting over the Internet, this address won't be valid anymore. Y ou can
specify the outside Internet | P address of your network so that users can access over the Internet.

Send notification messages: If checked, a summary of every email that was blocked by the
server will be sent to the user around midnight every day. Please see the Benefits of Creating
Users section for more information.

Notification Times: These values are the time of the day Summary Reports are sent. Reports
thet are generated at midnight will contain data for the previous day. Reports for any other
time will contain data since midnight.

Creating users in Xeams with a Wizard

Xeams has an option that allows you to create users, using the wizard. This allows you to create
multiple users at once. The wizard examines the email address of the users who have received emails in
the past 24 hours. A list of these email address is displayed on the following screen alowing you to
select the user you wish to create an account for.

Creating Users as a User

Anend user can create an account by clicking the Create Account link on the login screen. Before



the account is created, a verification email will be sent to the address the user provided. This email will
contain additional instructions to the user on how to create the accourt.

Note: If the admin wishes to have this feature disabled, please do the following:
Locate the Xeams installation directory. By defauit, the locations are as follows:

1.  Windows- C\Xeams\.
. Linux - /opt/Xeanmsd/.
3. Open the config folder. Y ou should see afile called AppConfig.xml. Open this file with a text
editor.
4. Look for the line that has the following:
<loginCreationDisabled>false</loginCreationDisabled>.
5. Set the value false to true. Save the file afterwards.
6. Redstart Xeams.

Importing Users from a Text File
Xeams also has an option to import the users from a text file. This allows you to create many

users at once. To do this, login as the administrator in Xeams and go to Manage Users under Server
Configuration. Next, click on the Import Users option to import the users.

Associating Multiple Email Addresses of One User
If auser has multiple emails (For example, bob@xeamstest.com, and bobby @xeamstest.com), the admin
can associate all emails to one account. This is beneficial because Xeams will count all these emails as one

USEY.

To add the association, hover over Server Configuration and click onthe M anage Users page. Click on
the Associations button under the action tab:

2 Bob & Active Associations | Report | Filters | Edit | Delete

In this page, the admin will see the option to add an associated email address, as well as the list of existing
associations:

Existinﬁ Associations
bob@xeamstest.com Remaove
hobby@xeamstest.com Remaove
robert@xeamstest.com Remove

Calculating the number of users

Licensing in Xeams is based on the total number of users. A user is identified by either an individual or a
business role that accepts email. For example:

= john.doe@yourcompany.com
= sales@yourcompany.com

Note: To see how many active users you have in Xeams, click About under the Tools section. A



number of active users will appear in the upper left side of the screen. This is the number of licenses
you should purchase. If you fedl this value is incorrect, check to see if you have rejected invalid users
inyour email server.

Rejecting invalid users when using SM TP Proxy server for inbound emails

When using the proxy server, it is important to reject emails for invalid users. Keep in mind the acceptance and
rejection of emails is done by the actual email server (e.g. Exchange) when using the proxy server.

There are three ways to reject invalid users.

1. Configure your actual email server not to accept emails for invalid users. If you are using exchange
2013 and above, see this page on our website on How to Reject Invalid Usersfor Exchange. Once
thisis done, your Exchange server should reject invalid users.

2. Use Active Directory to reject invalid users. The following configuration must be set in order for thisto
work:

Enable and corfigure integration with Active Directory (Server configuration > Active Directory
Integration) and select Reject invalid users:

Enable AD Integration of .

Inherit from local user

Integrate Users of .

Reject Invalid Users of .

O
5

the “Use Active Directory” option under SM TP Proxy Configuration:

Enable SMTP Proxy of -
Asynchronous Processing of -

Enable STARTTLS of -

Use Active Directory of .

For additional information with active directory integration, please refer to Active Directory Integration.
Use the Dynamic Recipient Verification. Please see Dynamic Recipient Verification for more details.
Rejecting invalid users when using the regular SM TP server for inbound emails

There are three ways to reject emails for invalid users.

Note: You must use step 1 for both of the options:



1. Check rejected emalls for invalid users under the Relaying tab for SM TP Server Configuration:

SMTP Server Configuration

EMTP Sl

Thae fodiceing P Rodresaies) will be allowved T0 redsy

AND either one of the following below:

A. Enable and configure integration with Active Directory (Server configuration ---> Active Directory
Integration) and select Reject invalid users:

Enable AD Integration of .

Inherit from local user

Integrate Users of .

Reject Invalid Users of .

B. Usethe Dynamic Recipient Verification. Please see the Dynamic Recipient Verification section for
more details.
C. Add the userslocally under Server Corfiguration - Manage Users.

User Count Regarding Outbound Emails:

Outbound emails do not affect the user count. There are two ways for Xeams to determine if a message is
being sent out:

1. Itisoriginating froma server whose IP is allowed to relay
2. SMTP authentication is used to deliver the message

Frequently Asked Questions
Q: My company has 3 domains with 20 employees. How many user licenses should | buy?

A: Assuming every employee has 3 email addresses, such as userl@compA.com,
userl@compB.com and userl@compC.com, you will only need 20 licenses.

Q: | use Xeams as a Spam Firewall without any local users. How many user licenses should |
purchase?

A: Every inbound email that goes through Xeams will add to the user's count. Therefore, if you don't
have local users in Xeams, check the number of user accounts in your actual emeil server to determine
the amount of licenses you need.



Q: I only have 20 users but the active user count says 30, why?

A: This happens when Xeas is configured to accept emails for invalid users. In this case, Xeams
cannot distinguish between real and invalid users. If you are using the SMTP proxy server to accept
in-bound emails in Firewall or Hybrid mode, you must corfigure your actual email server to reject
invalid users.

Please see the How does Xeams Know How Many Users | Have section for more details on how to
reject invalid users.

Q: | have multiple variations/aliases of an email address, why?

A: These variations are called "Associations’ in Xeams. If you pull users froman AD, Xeams will
autometically create these associations. Y ou can also create them manually if needed.

Associations are created under the User M anagement screen. Once they are created, the actual user
count will go down.

Q: | already made necessary changes to reduce the actual user count but | don't see any change in
Xeams?

A: Xeams looks at five days of data to determine the user count. Therefore, if the changes are made
today, the actual user count will go down after five days.

Q: How does Xeams know how many users | have?
A: Xeans uses different methods to determine the actual number of users depending on the mode:
Xeams in Standalone M ode:

Calculating users in Standalone mode is determined by the number of usersin Xeans. Click
M anage Users under Server Configuration to see the actual number.

Xeams in Spam-Firewall and Hybrid M ode:

Any incoming emails accepted by the system congtitutes a user. One exception to thisrule is
when an incoming email belongs to associated emails in Xeams. Therefore, it very important
not to accept messages for invalid users. There are several ways to reject emails for invalid
Users:

Dynamic Recipient Verification

DRV is a mechanism used to validate the recipient of an incoming email with another SMTP server. Consider a
scenario where you filter emails for multiple domains that are then forwarded to more than one SMTP server.
Using DRV, Xeams can check if the recipient of anincoming email is valid and will be accepted by the next
SMTP that is supposed to receive the message after it has been filtered by Xeams.

Consider using DRV if you are using the regular SM TP server to process incoming emails and you do not want
to create alocal user in Xeans.

Steps to enable DRV:
1. Lognto the web interface as an admin

2. Click on SM TP Configuration under the Server Configuration menu
3. Click onthe DRV link onthe left side.



4, Add the server(s) you wart to validate incoming recipients. Y ou will need to enter in the domain name,
SMTP server, and TCP/IP port.

Distribution list

A distribution list (formerly called Aliases) allow you to receive emails to one address, which is then distributed
among muitiple recipients. For example, sales@yourcompany.com, support@yourcormpany.com and
marketing@yourcompany.com are all examples of a distribution list since emails received to these addresses
are typically forwarded to muitiple individuals in a company.

Creating a Distribution List

Loginto the Admin Console as administrator

Select M anage Distribution List under Server Configuration

Type sdes@Y ourCompary.com for new list name

Type bob@Y ourCompany.com, John@Y ourComparny.com, Mary@Y ourComparny.com for the
Forward to Addresses field.

PN

Note: muitiple addresses are separated by a comma.

5. Click the Save button. The end result should be the following:

Existing Lists

List Address Forwards To Action

sales@yourcompany.com bob@yourcompany.com, john@yourcompany.com, Remove
mary@yourcompany.com

MNew List Name Forward To Address(es) ﬁ m

As shown in the image above, any email going to sales@yourcompany.com will be forwarded to three
recipients; bob@yourcompany.com, john@yourcompany.com and mary @yourcompany.com

Daily Summary Reports

Xeams has the ability to autometically send notification reports containing a summary of emails that have been
guarantined for a user. The report contains the subject, sender and score of the actual message. Using this
report, anindividual can restore any message that is incorrectly quarantined by the system. They can also mark
amessage as good to prevent it from getting blocked in the future.

The summary report is sorted by score. Users should look at the first few messages since messages with a
lower score have a higher chance at being marked as junk incorrectly. Messages that have a lot higher of a
score at the bottom are typically junk.

An example of a summary report is below:.



Hello,
Here is a summary of emails that were guarantined from your INBOX an Mov 27, 2016, These emails will be kept on the server for 30 days. To receive any of these
messages, dick Restaore,

Total Emails Processed: 41
Total Spam Messages: 33
Total Good Messages: 8
Total Possible Spam: 0

(M good " Possible Junk B Junk |

Displaying messages received after 11/27/16 12:00 AM

—__m_m

rahultiwari46 1@outlook.com Web Design Proposall 11! Restore
ZFEM <1739247437@qq. com > o BFoelel " Eh 9% 15914430058, % T 0Q: 204558425 ... 150 Restore
Jenny <yel685294@163.com = High dain battery pack 190 Restore
"postmaster” <etd@kebao.cn> support ametrics. comBE4 F: 1388 1 190 Restore
— 7= <13681288928@126.com > FE S R T B 13666 27359 250 FREZIE ) 173929048 ... 210 Restore
BiE= «£13681288928@126.com > FE(E Ao EX 13666 27359 250 FRESIE ) 173929048 ... 290 Restore
L <uorzhachg@fshaie.org= support: BV S i B]&Y (5158 iR EEP 6oppe 300 Restore
BitsDuJour <notify@bitsdujour.com= AbstractCurves, MoneyWiz - Personal Finance, Damin ... 308 Restore
<webop@brantpub.com > MO SUBJECT 310 Restore

Good emails will never show up in the summary report. By default, possible spam messages will not show as
well but can be configured to do so in the Admin Console. Once logged in to the Admin Console, click on
Server Configuration the on the Advanced tab, and make sure the option I nclude Possible Spam in
Report is checked:

Enable Auto-Update of .
Enable Auto-Notification of .
Include possible spam in report of .

When are these reports sent?

By defauit, Xeams sends this report at midnight containing a list of emails that were quarantined in the previous
day. Follow the steps below to change this default behavior:

Loginto Admin Console

Click M anage Users under Server Configuration

Click Edit next to the desired user

Specify the times you want Xeams to generate this report. Y ou can specify up to 5 different times:

LN

Motification times:

| Midnight ¥ [12:00PM ¥ [ —— 2 P p— v

Asdirected in the image above Xeams will send a report at midnight, containing a list of emails that were
guarantined in the previous 12 hours (12:00 P.M. to 12:00 A.M.). Afterwards, Xeams will send another
report at noon containing emails that were quarantined between 12:00 A.M. and 12:00 P.M.




WARNING: It is very important that midnight is always the first scheduled notification time. Otherwise you
will miss emails in the quarantine report. Please see here for more informetion.

Bulk modification
Follow the steps below to modify the report schedule for every user:
1. Loginto Admin Console
. Select M anage Users under Server Configuration
3. Click M odify report schedule towards the top.

In this page, you can either modify report times for all users:
Or modify individuals on the same page:

Modify Schedule for INDIVIDUAL users

The following is a list of every user along with the time when they receive notification

emails.
Administrator |Midr‘|jght v | v | - | v | ________ v |
Charlie | Midnight ¥ | v | v o v

John | Midnight v | v| v | ] — v



https://xeams.com/qr-midnight.htm

Live Logs

Xeams has a feature that allows administrators to view their logs file in real-time. One benefit of live logs is; you
can check the SMTP communication between emails right away. To view this feature, click on the Tools tab
and select Live Logs. Select which log file you wish to look at on the file name to view the specific log file.



Live Monitor

Live monitoring is a feature that allow administrators to watch emails as they arrive in the system. It provides a
very efficient and easy method of troubleshooting incoming and outgoing messages in Xeans.

What you seein Live Monitor

When live monitoring is on, the Xeams server will send the subject, message type, and filtering reason to your
client browser as messages come in. When arow is clicked the reason a message was labeled as junk will be

displayed.

Time To From Subject Score Type
10:49:16 AM valiulis @asdff.com canoni@asdff.com Attached document 300 o
10:49:14 AM asssod@asdff.com edoardo_sasco 418 @
10:49:12 AM asdfff@asdff.com canon@asdff.c scorelfliescription 300 @
10:49:06 AM querty @asdff com JackK. Owens( m The host name in HELO string does not resolve to a valid IP address.  jec_ 263 O
10:48:57 AM cucatto1960@asdff.com canon@asdff.c [ IP Address (113.161.230.21) black-listed by SPAMCOP 350 @
iR gt s @i {okesic@sany ESZ) 1P Address (113.161.230.21) black-listed by COMPOSITEBLOCKLIST 23 @
10:48:55 AM asdfff@asdff.com cyndi@guidetc 418 @
10:48:52 AM ecter! 9380@asdff.com canoni@asdff.c_.. S 300 @

The type of message is displayed by an emoticon with a specific color. Blue indicates the message is
considered good, gray indicates the message is considered possible junk, and red indicates the message is
considered spam



Tools

Including live logs and monitoring, there are many troubleshooting utilities that Xeams provides for the
administrator. The following options are available:

Spam simulator - Y ou can submit a message manually and check to see if your filters are working.
Paste the contents of a specific email along with the header to the blank field. Please see Smulating
Spam for more details.

Diagnostic Check (Inbound and Outbound) - These checks ensure your Xeams will properly running
in terms of inbound and outbound message flow.

View logs - Displays different types of log files, such as SMTP communication, SMTP Queue,
restorations. Click on M odify L ogging Configuration inthe View Logs page for more details on
what each log file displays.

Reload message cache - Refreshes the message caches. In message cache, Xeams caches the
names of all files that are in the Spam, Possible Spam, and Good folder. Caching is used to prevent
Xeams from reading the hard disk every time you go in to view messages.

Email validator - Checksto see if the email addressis valid or invalid.

DNS lookup - Showsthe DNS record for the domain specified in the field. A and M X record(s) are
displayed here.

Reverse | P lookup - Will try to get aDNS PTR record for the |P address specified in the field.

SPF Wizard - Creates a SPF Record by providing arguments against each SPF mechanism. An SPF
string is created as you apply different options. The new string must be added in your DN'S server asa
TXT record.

WHOI S lookup - returns WHOIS resullts for a specified domain. Y ou can see different information,
such as who the domain name is registered to, when it was registered, and more.



Appear ance

Appearance alows you to put your company name, tag line, and logo on the web interface. This feature is only
available in the Enterprise Edition.

To access this option, log into the Admin Console as the administrator. Hover your mouse over Home and
click on Appearance.

There are multiple options you can change the appearance of the web interface:

Top-Level Name - The value that is specified here will replace the word Xeans in the web interface.
Sub Heading - This value will replace the sub heading words that appear next to your product name.
L ogo Image - Changes the image that is displayed in the upper left hand corner of Xeams web
interface. This value must be an absolute URL. For exanple,
http://somecompany.comimages/somelogo.j pg.

Report Image - Changes the image specified in the daily quarantine reports. Recommended size is
750x100. This value must be an absolute URL. For example,
http://somecompany.comimages/somelogo.j pg.

Hide Support Link — If enabled, this option hides the support link at the bottom for
non-administrative users,

Hide Footer - If enabled, this option hides the footer at the bottom to remove links about X eams and
Synametrics Technologies, Inc. for non-administrative users.

Color Theme - Modifies the color theme of the web interface. Select the Custom theme to create a
new custom color.




Sending and Receiving Emails

I ntroduction

This chapter provides information about sending and receiving emails.

In this chapter

Topic Page
SMTP Server Vs SMTP Proxy Server |37
Async Vs Synchronous SMTP 38

Receiving Emails Over the Internet 39
Integration with Microsoft Exchange 41




SMTP Server vs. SM TP Proxy Server

Xeams has two types of SMTP servers; the reguar SMTP server and the SMTP proxy server.

SMTP Server (Recommended)

Thisis atypical SMTP server that accepts emails and queues them for delivery. It requires that you specify a
set of local domains handled by the server. If any email comes in from a different domain and relaying is
allowed, the message will be delivered to the final destination server.

Note: The regular SMTP server can be used for both inbound and outbound mail delivery.

SMTP Proxy Server

Thisis not afull SMTP server. It is a proxy server, meaning it requires another SM TP server to connect to.
Clients always connect to the actual server through the proxy server, which has the capability of monitoring
emails, changing its contents, and blocking them if necessary. The proxy server can only be used for inbound
emalls.

WARNING: The proxy server is deprecated and thus not recommended to use. Please see here for more
details



https://www.xeams.com/switchingproxy2regular.htm

Async Vs Synchronous SMTP

It is strongly recommended to use Asynchronous processing in Xeans. If you use Synchronous processing,
then the sender’s SM TP has to wait for the receiving SMTP' s response. This can cause delays and other issue

regarding emalls.



Receiving Emailsover the Inter net

There are 2 methods of filter inbound messages:

1. Use the regular SMTP server in Xeams to forward inbound emails (Recommended). The regular SMTP
server is the defauit mechanismin Xeams to accept new messages from a client. This SMTP server accepts
incoming emails and stores the message in a local repository. If the message is bound for another SMTP
server, the message gets queued and is finally delivered to the destination. Y ou can use the regular SMTP
server inal 3 modes.

Advantage: Inthe regular SMTP server, messages will get stored in alocal repository. Xeams will
still accept the messages when the primary SM TP goes down.

Inthe regular SM TP server, you can also distribute emails to more than a single SMTP server. For
example, you can set messages for domainone.comto go to one email server, while messages for
domaintwo.com goes to a different email server.

Disadvantage: The regular SMTP server has more configuration that the SMTP proxy server. You
will need to add in the local domains for Xeams to know which SMTP server to send the emails to. In
addition, if you want summary reports and the ability for users to manage their own black and
whitelists, then you will need to creste the users in Xeams,

To configure the regular SMTP server, go to the SM TP Configuration page that is under the Server
Configuration inthe Admin Console. If you are using it to filter messages for another SMTP server, you will
need to add the domain name as well as the | P address of the email server in the domains tab. If you are using
this in Standalone mode, you do not have to add in the | P address.

Consider using the regular SM TP server if the following matches your scenario(s):

Y ou are using Xeams in Standalone mode. In this mode Xeams does not require any other email
server and therefore, you cannot use the SMTP proxy server.

When you want Xeams to distribute incoming emails to more than one server. For example, domainone.com
goes to M S Exchange and domaintwo.com goes to a QMail Server. Y ou want to provide redundancy for your
primary email server.

Note: The Proxy Server option below has been deprecated. Please use the regular SM TP server
only.

2. Use the SMTP proxy server in Xeams to forward inbound emails to your actual email server. This can only
be used if you have another server in your network that accepts emails. Y ou cannot use the proxy server in
standalone mode, it must be in either Spam Firewall or Hybrid Mode.

Advantage: SMTP proxy server requires very little configuration. Domain name and users are not
needed for configuration. The primary server decides which emails to accept.

Disadvantage: The proxy server does not have a local queue. If the primary SM TP server is down,
Xeams will go down as well.

To configure the proxy server, go to the SM TP Proxy Configuration page under Server Configuration in



the Admin Console. Here you will input the | P address of your actual email server, as well as the port
number. An example is below:

Consider using the proxy server if the following matches your scenario(s):

« Xeansis not the final destination for inbound emails.

o Xeamsis configured in Spam Firewall or Standalone mode.

e You have users on the Internet not in your company's network who warnt to use your email server to
send their outbound messages and you wart to themto authenticate before accepting their message.



| ntegr ation with Micr osoft Exchange

Configuring Outbound Filtering with Xeams

The following is an example to configure outbound filtering for an Exchange
Server:

1. Thefirst step in Exchange is to add/modify the send connector so outbound emails will go through Exchange:

Exchange admin center

recipients rules delivery reports accepted domains email add
send connectors
pEermissions
- T ﬂ (1 1]
compliance management + /7m0 ¢g
o AMI A NTANN
organization
Default Intemnet Connector Enabled
protection
mail flow
mobile

2. Next, inthe send connector configuration, you will need to select route mail through smart hosts and add in the
IP address of Xeams' s reguar SMTP server (Inthis case, 192.168.1.140):

. Help
edit smart host

Specify a fully qualified domain name (FODN], IPvd address, or IPvb address.
*Example: contoso.com; 192.168.1.1; fhdd:ee:(9:.

192.168.1.140

save cancel

Y ou will then need to add the source server. Add in your exchange server here:

MAME & | SITE ROLE VERSION

MAAIL Keamstest.com/Configurati...  Mailbox, ClientAccess Version 15.0 (Bui...

0 selected of 1 total



3. Thefina step isto add Exchange's I P address (In this case, 192.168.1.110) in two locations in Xeams:
A. Server Settings > SMTP Server Configuration > Relaying:

SMTP Server Configuration

o ST o arreicd] Uy f.

SMTP Extiyrg

Thae fiodiowing P Roddeesbes) will be sllpeved (o rebey:

Note: Once you add the ip address to the relay list, make sure Bypass Relay is checked under Filter
Management --> Score Configuration:

Additional Cunﬁguration '

Enable filtering: o . Every filtering rule will be disabled if this box is NOT checked.
Domain Validation 20 This is the score that will be assigned to an email if no MX record is
Score: found for the sender's domain

Bypass ” . If checked, a -1eee score will be applied to the message, steering the

Authenticated Users: email into the Good category.

Bypass Relayed: If checked, a -3@8 score will be applied to the message coming in

from a host/ip allowed to relay.

B. Filter Management > Adaptive Filters > Auto Learn Sender Filter. Click Manage Trusted 1P Addresses:

Trusted IP Addresses

You should add trusted IP addresses only if you are using Xeams for outbound messages. We also recommend
that you only trust IP Addresses that are inside your firewall.

IP Address Action

192.168.1.110 fieticne

Active Directory Integration

Administrators can integrate X eams with an existing Active Directory. If integrated, Xeams will use the AD for
the following:

=  Whenanew user needs to be created.
= To authenticate existing users.
= Regect invalid users when accepting inbound emalls.

To enable Active Directory, go to Server Configuration and select Active Directory Integration. You
will need to enter some AD informetion. The fields are the following:



Enable AD Integration: Enable or Disable the Active Directory Integration.

Integrate Users: Check if you want Xeamsto create users based on the Active Directory. See Creating
and Authenticating Users for more detalils.

Reject Invalid Users: If checked, the recipients email is validated with AD before accepting an incoming
emall.

Host Name/I P: Host name or the IP address of your domain cortroller.

AD Domain Name: Thisis the local domain name. For example: yourcompany.local.

Base DN: Leave this blank initially. Xeams will attempt to fetch this value from the server. Y ou may see
more than one value for this field, in that case you will have to pick the appropriate value.
Administrator's User ID: User ID that has enough privilege to performan AD lookup. Thisis typically
Set to Administrator.

Password: Password for the User ID.

Creating and Authenticating Users

Xeams will create new user accounts autometically when Active Directory integration is enabled and the check
box for Integrate Users is checked refer.

Consider the following scenario as an example:

Y ou have recently installed Xeams and have no users. John Doe, a user who has a valid accourt in
your Active Directory, tries to connect to the Admin Console. John's User ID is john.doe. He inputs
his ID for the login name and his password to connect to Xeams. Upon a successful authentication
through Active Directory, Xeams will autometically create an account for John in Xeams.

Note: Ensure a valid email address is associated with John's account in your AD. Xeams will pull his email and
automatically create an association with this new account. Xeams will not store John's password. Whenever a
password is needed, Xeams will query the AD. From now on, John can use his AD credertials to login to the
Admin Console.

Distribution List vs. Associated Emails
Many administrators confuse Distribution Lists with Associate Emails.
Distribution List

Distribution List can be accessed by clicking M anage Distribution List under the Server
Configuration inthe Admin Console. Prior to build 5852, the same menu item was called Manage
Aliases. Distribution List is a convenient way of expanding emails sent to a single address to muitiple
recipients.

For example: you can create a Distribution List for hockey.practice@yourdomain.com and distribute
emails sent to this address to:

=  mike@yourdomain.com

=  bob@gmail.com
= peter@hotmail.com

Note: Digtribution List will NOT contribute to a user license if the all the recipients are local when using the
Enterprise Edition of Xeams

Associated Emails

Associations are accessed through the User M anagement screen under the Server Configuration
menu inthe Admin Console. Administrators can associate one or more eniil addressesto a single



USer.
For example:
= mke.smith@yourdomain.com
= msmith@yourdomain.com
= michael.s@yourdomain.com

These addresses can be associated with a user named Michagl Smith.

Note: Xeams will count all of the associated addresses as one user when counting total users towards a
license.



Junk Filtering

I ntroduction

This chapter provides information about how filtering works and how to configure specific types of filters.

In this chapter
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Scor e Configuration and Concepts

Every email in Xeams passes through several filters. Each of these filters assigns a specific score to each
message. The higher the score, the higher the chance for the message being junk. The scoring is as follows:

= Anemail with a score higher than 100 is considered junk.
= Anemail with a score less than 60 is considered good.
= Anemail with a score between 60 and 100 falls in a gray area called possible junk.

By default, al quarantined emails are saved on the server for 15 days. All quarantined messages get stored ina
different folder, which are easlly accessible by either the web interface or any IMAP client suchas M S
Outlook and Mozlla Thunderbird.

Scoring Criteria

Scoring is done based on several built-in rules. Every rule in the system can take the score either in the positive
or negative direction. The final score decides the category of the email. Rules in Xeams can be further divided
into two categories:

1. User defined rules.
2. Adaptive Filters or self-learning rules.

Several user-defined rules are bundled with Xeams at the time of installation. All of the rules have a defauilt
score and are fully user configurable.

Adaptive filters adjust to the environment of your users. For example, it learns from the past history of emails
to assign a score to future emails. One such rule is called Bayesian Analysis. Another example of a self-learning
rue is when alocal user sends a message to someone outside the network. Xeams remenbers who the
recipient is and gives credit to that user if they send areply back.

Score Reasoning

Many spamfiltering solutions block messages without giving an adequate reason of why it was selected as
junk. Xeams on the other hand gives a detailed description of why a particular email is considered junk. This
description is very useful for administrators who wart to fine tune the filtering rules.



External Tags

Administrators can add external tags to let users know the emails came from outside. External tags are configurable for
the subject and the body of the message.

Subject Tags

You can add a custom tag when a message is received from the Internet. Consider the following scenario when having
suchatagisagood idea
o A spammer goes to your public website and gathers the names of your employees. Many companies put the
names of their senior management on their website.
» Once the perpetrator knows a relationship between two employees, they forge the sender's name hoping the
recipient will open that message since he/she know the sender.
« Notice that they only forge the name, not the email address. Many email clients prefer displaying the name over
email address when both values are available, giving the reader a false impression.

Xeams can be configured to add a tag to the subject line letting the recipient know this message came in from the
Internet, allowing themto make better decision before open the message.

Consider the following exarmple:

Original Subject

Subject: Attaching the updated invoice

M odified Subject

Subject: [EXTERNAL] Attaching the updated invoice

The added tag to the subject line gives some extra information to the reader so he/she is more careful before opening
the message even through the sender name appears to be friendly.

Note: The External subject tag only applies to inbound emails

To configure the external tag, go to Filter Management ---> Score Cortffiguration.

Body Tags

Besides subject tags, administrators can also implement a body tag for emails. This message help novice users to think
twice before clicking links or opening file attachments.

Here's an example of an custom body tag:



WARNING: This email is received from the Internet. Do NOT click on links or open
attachments unless you're sure it is safe.

Added Snippet

American Airlines reward for you™®
If you are experiencing difficulty viewing this message, wvisit here.

Tell us about your last flight with American Airlines
We will get you a reward for your time

Start Here

Note: Body tag is read fromafile. Y ou must create this file on the machine where Xeans is running.
Sample File
Copy the following contents and save it to afile.

<p style="border:1px solid red; background- color #fffff6;padding5px;">
<gpan style="color#cc3300">WARNING:</span> This emall is received from
the Internet. Do NOT click on links or open attachments unless you're

sure it is safe.</p>

Although you can save this file in any folder, we recommend saving it in SINSTALL DI R\config where Xeans put
every other corfiguration file. For example: C:\Xeams\config\externalBodyTag.htm

Steps to Configure

o Logn asadminto the web interface

« Go to Filter Management — Score Corfiguration

«  Specify the file name External Body File. This can be a relative path with respect to the SINSTALL_DIR.
For example, config/externalBodyTag.htm. It can also be an absolute path.



Profiles
The muiti- profile feature in Xeams allows you to do the following:

1. Specify separate spam filtering rules for a set of domains. In other words, you create a new profile.
2. Delegate administrative tasks for a certain domain(s) to someone else.

Consider the following scenario:

Y ou handle emails for two or more companies. The domain name for these companies are: CompanyA.com
and CompanyB.com. Using the muti-profile option, you can specify different rules for both of these
companies and assign a person in these companies who will manage their rules.

Important: Y ou must be using build number 5628 or higher in Xeams to use this feature.

Steps to enable this feature:

Loginto Admn Console.

Click Server Configuration on the main menu.

Click the Advanced Configuration tab.
Check the M ulti-Profile option.

PN

When this feature is enabled, you will see a new menu item under the Home link. Refer to the image below:

Switch Profile

Cluster Management

Logout

This option alows the administrator to view rules for other profiles. This page will automatically be displayed
when an administrator logs into Xeams.

Creating New Profiles
Follow the steps below to create a new profile:

1. Click Switch Profile item under the Home link on the M ain M enu.
1. Click Add New Profile link.

Once you click onthe New Profile link, you will see the following fields below:



Friendly Name
Login ID
Password
Sender 5tring

Recipient String
Allow Viewing Emails o .

Inherited ' -

Friendly Name - Name for the new profile

LoginID & Password - Username and password for the new profile. This is the login credentials for
the profile in the Xeams Admin Console. When someone logs into this profile, they can only modify
rules for the specified domain. This user is unable to change global settings.

Sender and Recipient String: Rules for this profile will apply if a matching string is found. For the
sender, Xeams will try to match the FROM address, while it will try to match the TO/CC/BCC
address in the recipient field.

For exanmple, if the recipient field is set to @domainone.com, any emails that go to this domain will follow the
profile’ s rules and filters. If you wish to have muitiple domains, you can use a regular expression.

Note: If you warnt the profile to handle muitiple domeins and addresses, you can use regular expressions. For
example:

@domeinone.com, @domaintwo.com, and @domainThree.com will match for 3 domairs.

Scalability | ssues
It is highly recommended not to have more than 5 profiles per Xeams server. Every profile in Xeams will
increase the memory usage by about 100M B.Cresting too many profiles will cause your Xeams to run out of
memory, particularly on a 32bit system.

If you decide to have more than 5 profiles per server, keep an eye on memory usage and increase the upper
limit if the allocated memory hovers continuously near maximum memory.



Adaptivefilters

Adaptive filters learn from the environment as time passes by. This learning ability improves the junk mall
filtering functionality in Xears.

There are two types of adaptive filters in Xeams, Bayesian Analysis and Auto-Learn Sender.

Bayesian Analysis

Bayesian spam filters calculate the probability of a message being spam based on its contents. Unlike simple
content based filters, Bayesian spam filtering learns from spam and from good mail, resuiting in a very robust,
adapting and efficient anti-spam approach that returns hardly any false positives.

The Bayesian filter manages two databases; history of good word count, and history of bad word count. The
database is stored in plaintext in the Config Folder in Xeams. These files are named SpamwWords_001.dat for
bad words and HamWords_001.dat for good words.

The Bayesian filter first starts in learning mode, it observes the contents of the messages coming in and learns
which are considered spam or jurk. After a certain amount of word count the Bayesian graduates. After it
graduates, the filter only learns when a user specifically marks a message as good or spam. Graduation mode is
there to avoid extensive memory usage.

The Bayesian score works in both directions. If it thinks the message is junk, a positive score is assigned. If the
filter thinks the message is good, a negative score is assigned.

Auto-learn Sender

Thisfilter is used when you use Xeans to handle outbound emails. Xeans learns and remembers emall
addresses on the Internet that receive emails from your local users. To understand this filter, consider the
following scenario:

1. Bob bob@yourcompany.com, who is a user in your compary, sends an email to Mary
M ary@outsideinternet.com who is a user on the Internet.

2. 'You have corfigured Xeams to accept outbound messages.

3. Since Bob isalocal user, Xeams will allow his message to go through and will also remember that Bob
has sent an email to Mary.

4, When Mary replies back to Bob, the system gives credit to Mary's message hence avoiding a
false-pogitive.

5. Eachtime Mary replies back to Bob, the auto-learn sender filter score will increase.



|P Filters

Blacklists and Whitelists

SPF

Although Xeams allows black and whitelisting, users, domains, and | P addresses, we strongly recommend you
read the following section before making any changes to the rules.

Whitelisting a single user is safe - Use the sender’'s entire email address when specifying the rule
Whitelisting a domain name is generally safe - As long as the domain names do not belong to
well-known companies, such as Hotmail.com, Gmail.com, BankOfAmerica.com, CitiBank.com,
AOL.com, etc. However, is okay to whitelist a domain.

Whitelisting an I P address is also safe - specify the 1P address in the whitelist section.

Blacklisting a user, IP address, or a domain is not recommended - This is because email addresses, 1P
addresses, and domain names can be easily forged. The only reason to blacklist a user is when you are
100% confident the sender is not forged.

Instead of white listing a domain, it is highly recommended to consider adding therr as trusted domain.

How to black and whitelist a user or a domain
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Click Content Filters under Filter M anagement.

Click Sender Filters.

Add a new sender filter.

Enter an email or domain name in the search string. For example: user@somecomparty.com or
@somecompary.com

Enter a negative value to whitelist and a positive value to blacklist. Do not enter a very high number. A
score around (+/-) 100 should be sufficient to drag an email in either direction.

Leave other values as-is.

Save the rule.

Steps to black or whitelist an I P address.

1.

Click IP Filters under Filter M anagement.

Click either Blacklisted | P address or Whitelisted | P addresses depending on which one you want
to add.

Enter the IP address you wart to black or whitelist. Y ou can also use an asterisk to block out a
subnet. For example: 192.168.1. * .

The default 200 score should be enough. Click on save.

Sender Policy Framework or SPF is an extension to the SMTP standard. SPF makes it easy to counter most

forged "From'" addresses in email, and thus helps to counter email spam. The combination is also called

SMTP+SPF.

How does SPF work ?

SPF is a mechanism where domain owners announce where the email can come from for their domain.
This announcement is done through a DN'S server. For example, Microsoft exposes their SPF record
intheir DN'S, which lists a set of 1P addresses where an email can originate if the domain name is
microsoft.com. If a message comes from any other 1P address it should be considered as a forgery.

How can | create an SPF record for my domain?



Xeams comes with a SPF wizard that allows you to create a SPF string. Once the string is created,
you need to create a TXT record in your DSN with this string.

To access the wizard, follow these steps.

1. Click Tools on Admin Console.
2. Scroll down and type your domain name for SPF Wizard and click Proceed
3. The generated string must be added inyour DNS server asa TXT record

If you wart to see the list of trusted domains you have in Xeams, hover your mouse over Filter

M anagement, and click on Sender Policy Framework. This page allows you to configure SPF such as
enabling or disabling it or modifying the scores. There is a button labeled M anage Trusted Domains on the
right side. Clicking this opens a page where you can modify the existing list of trusted domains.

Country Filters

Note: Country filter is not recommended to use. Instead use the language filter in the Content Filter section.
Please see here for more details.

Xeams has an option to filter messages based on its country of origin. In every email the message contains a
series of |P addresses that belong to the intermediate server that were involved in delivering the message.
Xeams analyzes the | P addresses to find out the country of origin and assigns a score.

To create anew filter, hover the mouse over Filter M anagement and click | P Filters. Select the Country
Filtering option to open up the menu. Select the country you wish to filter and set the score.


https://www.xeams.com/countryfilter.htm

Content Filters

This section contains filters that inspect the contents of an email message. Each section looks at different parts
of the email address to see if a message is considered spam.

Note: The template for creating a specific type of contert filter has the same formet as (excluding the body and
header filter) the other contert filters:

Filter Parameters

String to search for

Weight

Match Cases

Operator Contains v

Expires after Never v

4+ Save and Add More

String to search for - Thisfield contains the text that be will be searched in the email. For example, if the
string “credit” was here, then the filter applies a score in the message if the string credit was found in its
contents.

Weight - Thisis the amount of score the filter will apply to the message. This value can be in either positive or
negative.

M atch Cases - Check this option if you want the search to be case sensitive.

Operator - This option informs Xeams how the search should be performed:

= Contains - the string can be searched anywhere. Y ou can use the AND operator if you warnt to search
for multiple strings.
Contains word - The string being searched must be a word.

= Equals - The string being searched must exactly the same value.

= Startswith - The string being searched appears in the beginning.

= Endswith - The string being searched appears at the end.

= Does not contain - The string cannot contain this value.

= Isblank - Thisis useful if you are searching for blank strings.

= Regular Expression - This should only be used for advanced users.

= Expires after - This option allows the administrator to set an expiration date for the filter. Thisis useful
if you want to add a temporary rule.

Attachment Filters

In this section of the filter, the administrator can modify the score Xeams gives to a message that contain
attachments. They can associate score with a different type of file extensions. For example, if an administrator
wants to block al .rar extensions, they can add a new attachment filter that ends with the string .rar and assign
ascore to it. Any email message containing a .rar attachment will get scored.



Sender Filters

This section of the filter inspects the sender’ s email address. The administrator can specify an email address or
other charactersto filter the sender’ s address. For example, if an administrator wants to block all email
addresses coming from @freecreditcard.com, they can add a new sender filter where the sender’ s address
ends with @freecreditcard.com

Body Filters

The body filter inspects the body content of the emall for filtering. If an administrator wants to mark certain
words as spam in an email, they can add a new body filter. There is aso an option in the new filter labeled
preprocessor.

An email body consists of 2 phases; Pre-processed phase, and post-processed phase. In pre-processed
phase, the words are searched in the original email message as-is. In the post- processed phase, the server
formats the message by removing any noise words such as HMTL tags, comments, and other character
encoding. This option should be enabled if you are planning to search for HTML tags or any word that you
wart to phrase as-is.

Header Filters

This part of the content filter inspects the header of the email message. One difference in this filter is that there
is afield called field name. In this option, the administrator can choose the field name to search the string for.
For exanmple, the field name TO searches for anything in the TO header. If you warnt the filter apply for other
recipients, you can change the field name to CC or BCC. Additionally, you can input a custom header inthe
field name. The formeat must be the following:

Header Name: value

Custom Filters

Often, spammers use several tricks to avoid being filtered. In custom filters, Xeams looks for these tricks and
assigns a score to the email message. An example of this is the M acro Detector. This custom filter looks for
any macros insde a Microsoft word and excel document. Often, these documents contain macros that
download viruses from melicious websites.

Language Filters

Often companies, particuarly smaller organizations, seldom get emails in foreign languages. Xeams allow
assigning scores if foreign characters are found. For exanmple, there is a very good chance that an accounting
firmin New Y ork will never receive any good emails in Chinese. Xeams can detect foreign languages inside an

email message.



DKIM

Domain K eys I dertified Mail or DKIM is a mechanismto check if an incoming email's FROM addressiis valid
or not.

DKIM adds a header to every outbound emeil. This header can be used to confirm the message autherticity.
Xeams can aso sigh an outbound message with a private key that can be verified by a receiving server.

How to Enable DKIM in Xeams
Inthe Admin Console, hover your mouse over Filter M anagement and click on DKIM .
There are 2 sectionsin this page:
1. Left sde: Y ou can modify the spam score for incoming emails. If the DKM authentication fails for a
message, Xeams assigns this score to the email.
2. Right side: Specify domains that you would like to sign when sending outbound emails on the right
hand side.

To prepare your domain for outbound messages, specify your domain name with a selector value. The selector
can be any arbitrary value. Its purpose is to differentiate multiple SM TP servers in your compary.

Consder the following scenario: Y ou have two SMTP servers;, Xeams and Exchange. Outbound emails are
sent from both of them. In this case, the selector can be the word Xeams and Exchange for the other SMTP
server.

In the background, Xeams autometically creates a pair of private and public keys. These keys are saved inthe
$Install_Dir\config\dkimK eys folder. It is strongly recommended to backup this folder. If you want to view
the public key value for your domain, click on View Details for the desired domain name.

When a domeain is added in Xeans, it will remain inactive until the public key is entered in your DN'S server.
This is done by design to avoid signing an outbound email without a DN'S entry.

To add your public key ina DN'S server, you will need to add a TXT record in your DNS server. The host
name for this TXT record must be: YourSelector._domainK ey.YourDomain.com

Copy and paste the value of your public key fromthe View Details screen for your domain.



DMARC

DMARC builds on top of SPF and DKIM. This not only helps prevent forgery but also provides a
sophisticated reporting mechanism allowing the senders to fine tune their SPF and DKIM rules.

Xeams adds a score if DMARC alignment fails. Additionally, it can also process incoming reports and send outbound
reports to other email servers on the Internet.

How to enable DM ARC in Xeams
There are three aspects of DMARC in Xeams:

1. Assigning a score to anincoming email from the Internet if DMARC alignmertt fails.
2. Process incoming reports from other email servers.
3. Sending reports to other email servers.

Assigning Scores

Xeams will check DMARC alignment for every incoming email if DMARC is enabled on your Xeams. This happens
even if you do not use DMARC for you own domain. A score is assigned if this alignment fails.

Every domain that publishes a DMARC record in their DN'S also configures how a receiving server handle messages if
alignment fails. This allows a gradual roll-out of DMARC for a company. When you first decide to use DMARC for
your domain, you will not be sure how other email servers will treat your emails if DMARC alignment fails. Therefore,
you may wart to tell them not to reject any messages if messages from your domain are not aligned. Instead, send you
areport letting you know why was DM ARC failed, which helps you fine tune your DMARC record inthe DNS
server. There are three levels of actions when DMARC falls:

o None - Thistellsthe receiving server to simply ignore DMARC but generate a report letting the sender know
about the results.

o Quarantine - Thistells the receiving server to do further filtering before considering the message junk

e Rgect - The receiving server should consider the message junk

Displaying incoming reports

Xeams will autometically handle incoming reports for DMARC and create a summarized view for the administrator.
Note that DMARC reports will only be available if you publisha DMARC record for your domain. The report
provides the following information:

o Conpliant Message Count - Number of emails that were compliant - meaning DMARC was fully aligned.
Besides the count, you can also see the | P addresses where email generated from

e Quarantined Message Count - Number of emalls that were quarantined by the receiving servers. Y ou will only
see anumber higher than O if your DMARC record policy is set to quarantine.

e Rgected Message Count - Number of emails that were rejected by the receiving servers. You will only see a

number higher than O if your DMARC record policy is set to reject.

SPF Passed - Contains the number of messages where SPF check passed.

SPF Falled - Contains the number of messages where SPF check failed.

DKIM Passed - Contains the number of messages where DKM check passed.

DKIM Failed - Contains the number of messages where DKM check failed or a signature was missing.

Total Reporters - Lists the domain names of servers on the Internet that sent a report.

Total Reports - Holds a list of reports sent to your server inthe last 15 days.



Note: Inbound reports are autometically processed and displayed when you click DMARC under Filter Management.
Most servers send their reports once a day. Therefore, it could take up to 24 hours to see reports after you create a
DNS entry for DMARC.

Xeams will display reports for muitiple domeains if your server handles more than one domain.

Sending outbound reports

In order for Xeams to send out-bound reports, you must check the Reporting Enabled checkbox in DMARC
corffiguration. This option will generate an aggregate report for DMARC that will be sent to other servers onthe
Internet letting them know how their messages were treated by Xeans.

Using DM ARC for your domain

In order to enable DMARC for your domain, you must create a TXT record in your DN'S server. Although many tools
are available on the Internet that can help you generate a DMARC record, in order to get you going without getting
into too many details, we recommend the following value for your DMARC record.

When creatinga DN'S entry, use _dmarc.yourdomain.com for host name.

Use the following value for the first 90 days:

v=DM ARC1; p=none; rua=mailto:dmarc.rua@yourdomain.com

Change the value for yourdomain.com with the appropriate name. This value tells other servers on the Internet to
simply monitor DMARC alignment and report them to your Xeans, allowing you to fix problems with your SPF and/or
DKIM signatures. Frequently check the report generated by Xeams for your domain to confirm SPF and DKIM are
not failing for | P addresses belonging to you.

Other servers on the Internet will send their reports to dmarc.rua@yourdomain.com, which will automatically be
handled by Xeams.

Once you are confident SPF and DKIM are not failing for your |P addresses, change the policy to quarantine by
modifying your DNS record to:

v=DM ARC1; p=quarantine; rua=mailto:dmarc.rua@yourdomain.com
Note: Notice the username part (value before the ‘@' sign) in the email address, which is set to dmarc.rua. Thisis the
defavit username for emails in Xeams. If you decide to use a different value, ensure you specify that for the User for

Aggregate Feedback field in DMARC configuration.

Every domain handled by your Xeams must have idertical value for the User for Aggregate Feedback field.



ClamAV Integration

Xeams can be configured to work with ClamAV, an open source anti-virus software. Y ou will need to run
ClamAV in daemon mode. After this, Xeams will consult with ClamAV in determining if an email contains a
virus.

It is recommend to run ClamAV on a dedicated Linux machine rather than Windows, because it uses less
resources that can be trimmed down to exactly what you need. Alternatively, you can run Linux as a virtual
machine using VMWare or VirtualBox on any host. If you prefer, you can install ClamAV on the same
machine where Xeams is running.

Steps to configure ClamAV integration

1. Download ClamAV fromwww.clamav.net for your appropriate platform
Run ClamAYV in daemon mode. Click here for details. Additionally, please see here on how to fully
install and configure it on Linux.

3. Loginto the Admin Console as the administrator.

4, Specify the IP address or the host name of the machine where ClamAV is running and click save.

5. Oncethe values are saved, Xeams will send atest virus to ClamAV which should be detected if
ClamAYV is working properly.

If the IP address value cannot be saved, try the following:

1. Ensure ClamAV is running in daemon mode.
2. If Xeamsis able to connect but a test virus is not detected, update the virus signaturesin ClamAV.
3. Make sure afirewall is not blocking communication between Xeams and ClamAV daemon.


https://www.clamav.net/documents/clam-antivirus-user-manual
https://xeams.com/step-by-step-guide-to-install-clamav-integrate-with-xeams-00000000062_1496237823748-muditb.blog

Company Policy Violations

Xeams can optionally trigger notification emails when an inbound or outbound message arrives that violates
your company policies. Using these alerts management can ensure their employees are adhering to their
company policies. Besides generating notification emails, Xeams can also block the message by assigning a

Score.

How to Create a New Policy Violation

To add a new policy, click onthe Add a New Alert button. There will be 2 sections you will have to fill in to
create the new policy violation alert; Alert Options and Trigger Criteria.

The Alert Options contains the following field:

Friendly Name - The name for this policy .

Alert Recipients - Email address(es) of the user(s) to whom this alert will be sent. To specify muitiple
addresses, use a comma.

M essage Score - Y ou can optionally set a score for the original email message, which alows you to
block any email you deem necessary.

Attach Original - The original email will be attached to the notification message if this option is
enabled.

Subject - Subject of the alert.

Sender -The email address you would like alerts to be sent to. For exanple,

derts@yourcompary.com
Text - Thisis the actual message the user will receive in the alert.

The Trigger Criteria contains the following fields:

Sender Email - An alert is triggered when an inbound or outbound message contains this value.
Recipient Email - Similar to the sender email, but applies to the To, CC, and BCC fields.

Sender IP - Analert istriggered if a message comes from this IP address. You canuse a* character
as awild card. For example, 192.168.1. *

Attachment - An alert istriggered if an email contains the specified attachment(s).

Subject - Analert istriggered if the subject of the email matches this value.

Body -An dert is triggered if the body of the email matches this value.

Y ou do not have to fill every single trigger criteria field, only the ones you warnt. All the values can be specified
as regular expressions.



M anage Disclaimers

When enabled Xeams will append text messages towards the bottom of emails. The message can be written in
HTML. The following options are below:

Do not append disclaimers for local recipients - If the recipients are local, don't apply the disclaimers.

« Enable Disclaimers in Proxy Server - Enable disclaimers when using the proxy server.
Apply disclaimer only if sender is authenticated - If the sender is authenticated in Xeams, only then apply

the disclaimer.



Action M anagement

This section allows administrators to corfigure how emails are handled once Xeams assigns a category to an
email message. Action management is accessible in the Admin Console under M essage Repository.

By defauit, good messages have no specific action, the email gets sert to the destination address after being
filtered, possible spam messages have their subject changed, and spam messages are quarantined. If you want
to modify any of these settings, you can change the action tab on each message category.

For exanmple, if you also wish to quarantine possible spam messages, you can click on the action for possible
spam and change the field from “Change Subject” to “Quarantine”.

Another option to modify the action is to forward the emails to a specific email address. For example, you can
forward al your spam email addresses to one recipient (example, spamcollect@yourcompany.com) by
entering in the email address in the Forward To column.

Simulating Spam

Spam simulator is a built-in utility that is used to fine-tune the filtering rules. After adding or modifying ruesin
Xeams you can paste the contents of any email message that was previoudly tagged incorrectly to confirmit is
now being tagged correctly.

Follow the steps below to run the spam simulator:

Loginto the Admin Console.

Search for the desired message in M essage Repository.

Click the subject to view the message and select the Simulate button.

Xeams will display the result determined by every rule that was applied to come up with a final score.
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Alternatively, you can click on View Code, copy the contents, and hover your mouse to Tools and click on
Spam Simulator. Afterwards you can paste the email contents and click proceed.



M essage Repository

I ntroduction

This chapter provides information about how to search for emails, as well as configuring message retertion.

In this chapter

Topic Page
Viewing all Messages |64
Searching all Messages (65
M essage Retertion 66




Viewing all messages

The administrator is able to view messages that came into Xeams by each category. This option is accessible in
the Admin Console by clicking on M essage Repository, or hovering your mouse on M essage
Repository and clicking on one of the view all category messages:

Message Repository

Search Messages
View All Junk

View All Possible Junk

View All Good

Once you click on the view all messages, the web interface will list all of the messages that came to Xeans.
Here, you have the following options:

M ark a message as good or spam - If you see a message that was marked incorrectly, you can select the
email and click on M ark as Good or M ark as Junk on the upper right side.

See the reason for the score of a message - Each email in this page will have the assigned score on the
right column. Hovering your mouse over the score will list the reasons.

Restore an email - If an email was incorrectly marked as spam, you can restore the email. Xeams will
attempt to deliver the email to the destination server.

Click to see the contents of a message. - You can click on an email to view the body contents of the
message. Additionally, you can inspect attached files, view the raw code of the message, or run the email
through the spam simulator.



Sear ching all M essages

Users and administrators can login to the web console to search individual emails. To do this, log into the web
console of Xeams and hover you mouse over M essage Repository and select Search M essages.

Note: non-administrative users autometically have a search message option as soon as they log in.

By defauit, message repository displays the most recent messages. Therefore, the searching feature comes in
handy when a user needs to search a message received in the past. Additionally, Xeams creates an index for
every message that makes the searching extremely fast.

Searching Tips
The following examples show some useful searching tips:
1. Loggingin as a user and searching for messages received in last 10 days

= Whenlogged in as a user, Xeans displays messages the user has received since midnight.
However, a user can search for older messages by doing the following:
= Select the appropriate message type.
= Select adate that is 10 days from current date.
= Enter 10 for Number of days to search for field.
= Select Sender or Recipient's Email in Search Field.
= Enter your own email address in the Search For field.

2. Searching for a particular user

Assume you want to search for an email you received from: Bob Builder Bob@thebuilder.com
Use the following values:

= Select the appropriate message type .
= Select Sender or Recipient's Email in Search Field .

= Enter any of the following values (that are in bold):

= Builder (Partial name)
= Bob (Partial name)
= bbuilder (Single word within email address)
= bbuilder @thebuilder.com (Entire email address)
thebuilder (Single word within email address)

3. Searching for words within an emails body

= Assume you want to search for multiple words in a message: M edical Bills & Electric Bills
= Enter the following values:
= Select the appropriate message type.
= Select Subject or Body in Search Field .
= Enter any of the following values in the Search For field:
= Medical AND Electric AND Bills.

Notice the use of uppercase AND. This predicate will make Xeams look for every word and will only
return messages that contain all 3 words.

Omitting this AND will implicitly change the predicate to an OR and Xeams will return messages
containing any of the 3 words.



M essage r etention

Messages in Xeans are retained urtil they are deleted. By default, good messages are never deleted and
messages tagged as Jurk or Possible Junk are deleted after 30 days.

Click M essage Retention under Server Configuration in the Admin Console to change this configuration.



Advanced Configuration

I ntroduction

This chapter provides information about additional configurations in Xeams.

In this chapter
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Backing Up a Xeams I nstallation

Every file in Xeams gets installed in the installation folder. The installation folder on Windows is usually set to
C:\Xeams and /opt/Xeams on Linux. Therefore, if you backup this entire folder, you can restore it if disaster
strikes. However, backing up the entire installation folder is more than what you need. There are some folders
that should be backed up, while other folders do not need to be backed up.

The following informetion describes the purpose of each folder and leaves the decision up to the administrator
if they wants to back it up:

Config - Thisis the most important folder; it holds every configuration parameter. Infact, it has
another sub-folder called archives, which holds a backup of every corfiguration file. Y ou should see
seven files in this folder containing a backup for every weekday.

Note: It is recommended you back up the ertire config folder.

DB - Thisfolder holds data thet is used for reporting purposes. If this folder is missing, it will be
recreated autormetically provided the Reports folder is present. If both DB and Reports folders are
missing, reports in Xeams won't display any data.

Good Emails - This folder holds every good email. Y ou should backup this folder if you are using
Xeams as the primary server. If you are using Xeams as a firewall, a copy of every good message
already exist on your primary server. Inthat case, retaining these emails is optional.

Logs - This folder holds logs created by Xeams. Backing up this folder is optional.

M ailingListSubs - Y ou only have this folder if you are using the mailing list feature in Xeams. You
don't have to backup this folder.

OutboundM ailQueue - This folder holds messages that are waiting to be delivered.

Possible Spam - This folder holds message that fall into the possible junk category. If this folder is
missing you won't see any emalil in the M essage Repository for possible junk.

Reports - This folder, along with the DB folder is responsible for generating reports.
Searchlndexes - Thisfolder holds search indexes that are used by the Admin Console to search
messages in M essage Repository. If this folder is missing you won't be able to find older email
messages in the Admin Console. This folder should be backed up.

SpamEmails - This folder holds junk messages. If this is missing, you won't see any junk email in
Message Repository.

UserRepository - This folder hosts email repository for POP3 and IMAP servers. This folder should
be backed up.

The following folders do not need to be backed up, Xeams installer will create it at the time of installation:

« Jre

= Lib

= Patches

= ProcessingM essages
= Uninstall_Xeams

= Webfront



Moving Xeamsto Another Machine

Follow these steps to move your Xeams server to another machine:

1.
2.
3.

Use the installer to install Xeams on the new machine.

Stop Xeams server if it is running on the new machine.

Copy the contents of the following folders from old server to the new one. These folders are located
off of the installation folder:

- DB
= GoodEmails

= logs

= OutboundMailQueue
= PossbleSpam

= ProcessngMessage
= Reports

= Searchindexes

= SpamEmails

= UserRepostory

Copy the contents of the config folder with the exception to two files:

wrapper.conf - This file is specific to operating systems therefore, do not replace it on the newer
machine.
AppConfig.xml - Thisfile contains IP addresses and other configuration parameters that may be
different on the newer machine. There are two ways to merge this file from an older to newer
installation:
= Manually - by using atext editor. Open both old and new files in a text editor and
selectively copy values. Although this method will save you some time, we do not
recommend using it if you are not familiar with XML. Internet Explorer is a very good
parser for XML. After changing this file, try openingit in IE. A notification will be
gven if the file contains syntax errors.
= Using the Admin Console - Open the Admin Console on both machines and
synchronize the settings. After saving values you can compare the two XML files to
see whet is left.
Note: If you are moving Xeans to a different Operating System, do not copy AppConfig.xml. This
corffiguration file contains OS specific entries and will not work if you simply copy the file. A better
approach is to set the parameters from the web interface.

Start the server on the new machine.
Regardless of the edition of Xeams you are using, you are required to register Xeams again. If you

have purchased the Enterprise edition you will need to enter the serial number again through the About
Screen.



Configuring Maximum Log File Size

By defauilt, every log file can grow up to 5 MB. Once afile size reaches SMB, the file gets renamed to
fileName.log.1 and a new file is created with the original name. This way you can have up to 10MB of
logs.10MB of data is typically more than enough. However, if 10MB of data is not sufficient, use the following
instructions to increase this value:

1.

2.
3.

Locate server.properties file in SINSTALL_DIR\corffig folder. If the file is missing create a new text
file with this name.

Note: Make sure the file name is called server.properties, NOT service.properties!

Copy the following text in aline by itself: xeams.max.log.size=25M B .

The above statement will modify the size of one file to be 25M B, which means you will have up to 50
MB of every log. Y ou can change the value (25) to a number you wart.

Save the file Restart Xeans.



Sending and Receiving L arge Attachments

Configuring Maximum Email Size

By defauit, Xeams rejects messages larger than 20M B but is configurable. However, please note that email
servers are not designed to handle large attachments and neither is Xeams. This is because large messages
require more memory for processing. This memory requirement affects Xeams more than other email servers
that do not analyze incoming messages. Additionally, Xeams uses a muiti-threaded architecture to process
incoming messages. This mean messages containing large attachments can come in from different sources
simultaneously adding up to a large memory usage.

Use the following steps to modify the maximum email size in Xeams. We strongly recommend not using a
number higher than 30 M B, as that can potentially bring down the entire server:

1. Loginto the Admin Console as the administrator.

2. Hover your mouse over Filter M anagement, and click on M essage Size.

3. Modify the M aximum Global Size (NOT Maximum Actionable Size). This value isin bytes.

4, Click Submit to apply the change.

Receiving Large Attachments in an Email
A typical email server cannot accept emalls larger than a few megabytes. Although some servers alow
administrators to change this value to as high as 40 MB, sending large attachments in an email consumes a lot
of systemresources. Emails, by design, hop from one SMTP server to another before reaching the intended

user's mailbox. Therefore, the server supporting the smallest email size dictates the maximum size of an email.
Consider the image below:

John cannot send a 25 MB file to Mary across the Internet

o> El-EN-EA -3

Message goes fo Max size: 50 MB Max size: 30 MB Max size: 20 MB  Mary neverreceives
John's corporate the message. It gefs
Email server blocked by SMTP C

Since SMTP C cannot accept emails larger than 20 MB, John's email never gets to Mary even if his server
(SMTP A) supports attachments up to 50 MB.

SynaMan on the other hand, includes an embedded SMTP server that is especially designed to handle large
emails. Infact, there is no upper limit on email Size when it is sent through SynaMan's embedded SMTP
Server.

The following demonstrates how to integrate SynaMan with Xeams, allowing companies to put Xeams on the
edge of their network and yet send and receive large attachments.

Configuration

1. The Enterprise Edition of SynaMan (purchased separately) must be installed on either the same
machine or a separate machine. Typically, companies put Xeams on their DMZ and SynaMan on a
machine inside their LAN.

2. Connect to Xeams Admin Console as admin and click Send/Receive Large Files under Server
Configuration.

3. Specify the URL for SynaMan is running. For example: http://192.168.1.14:6060 or



httpsy//files.yourcompany.com. This must be the same URL that you normally use to connect to
SynaMan with your web browser.

4, Specify the IP address of Xeams in SynaMan's Embedded SMTP Server configuration. This step is
not required if Xeams and SynaMan are running on the same machine. For example: 192.168.1.50.

How it Works

= Upon receiving a new email (inbound or outbound), Xeams inspects its message size. This message is
forwarded to SynaMan if the message size is large. The actual size of the message is determined by
what you have corffigured in SynaMan.

= SynaMan detaches the attached files and returns the message body back to Xeams. The returned
body will contain a hyperlink allowing the recipient to download the originally attached files using their
web browser.

= Once Xeams receives the message body back from SynaMan, it proceeds with its normél filtering
process.

= Upon receiving the message, the end- user can download the attached files from SynaMan's web
interface. The image below demonstrates the actual traffic flow.



Managing Security Alerts

Alerts are sent to administrators if someone has incorrectly entered their password muitiple times in a span of
10 minutes. By defaullt, the number of incorrect password attempts before an alert is sent ot is 5.

To modify the alert threshold or unblock the IP addresses, do the following:

Loginto the Admin Console as the administrator.

Hover your mouse over Server Configuration and click on M anage Alerts.

Modify the value for the Alert Threshold.

If there are currently any |P addresses blocked Xeams will inform you that there are x amourt of |P
addresses block. If you warnt to unblock the address(es), click on the hyperlink to remove the blocked
addresses.

H W=

In addition to the password alert, Xeams provides an adert if your Xeams folder is running out of disk space.
These folders are the installation folder, message repository folder, and the temporary folder. Y ou can modify
the alert threshold in the disk space alerts section.



Extended Configuration

To avoid cluttering the web interface, some configurable parameters cannot be modified through the web interface of
Xeams. These additional parameters are stored in afile called server.properties and is stored in
$INSTALL_DIR\config folder.

Thisfile is not present when you first install Xeans. Therefore, you may have to create a new file if you're asked by our
support department to enter a parameter in this file. The contents of this file are in plain text.

Ensure the name of the file is server.properties and NOT service.properties or server.properties.txt
Values are entered in the following format:

# Lines starting with a# sign are ignored and can be used for user comments

# Parameter name appears on the LHS of equal sign, whereas the value appears on the RHS.

# For example:

parameter.one=50
parameter.two=Another Value

A Partial List of Parameters

Please see the server.properties KB article for a list of parameters.



https://www.xeams.com/server-properties.htm

Clustering

I ntroduction

configure it.

In this chapter

Topic Page
Concepts 76
How to Enable Clustering 77
Synchronization Between Master and Slave |78
Message Repository 79
\What to Avoid When Clustering is Enabled |80




Concepts
Consider a scenario where you have more than one Xeams server for spam filtering:

= Youhave 3 MX records to process incoming emails.

= Youare running Xeams on all 3 servers thet filter junk messages.

= Eventually, good messages are sent to M S Exchange.

= The highest priority MX refers to a Xeams instance that is on the same network as your Exchange.
= Xeamsis running on secondary and the M X is running somewhere on the Internet.

Since there are three instances of Xeans, it becomes easier from an administrative perspective to change arue
onthe MASTER server and let it autometically propagete to the SLAVES.

Requiremernts:

= You must be using Xeanms version 5.3 or greater.
= The build number between master and slave machines must metch.



How to Enable Clustering

Enabling clustering is a two-step process:

1. Designate the highest priority Xeams as MASTER:

Login as admin to the web interface of the Xeams you wish to make the MASTER server.

Click on Cluster M anagement under the Home menu.

Select M aster for Role.

Add one or more slaves.

Master and slave will communicate with each other over HTTP(S) using the same channel
administrators used to connect to the web interface. Therefore, use the URL you normally use in
your browser and ensure necessary TCP/IP port (5272 by default) is open between the two
machines.

Y ou can add as many SLAVES as you like.

Note: Y ou will see Not Authorized for the status when a slave is first added. This is normal.

2. Authorizinga MASTER:

Login as admin to the web interface of the Xeams you wish to designate as the SLAVE server.
Click Cluster M anagement under the Home menu

Select Save for Role
Add the IP address of the machine where the MASTER is running. If that machine has multiple
IP addresses, you can separate them by a comma.

Note: that there can only be one MASTER. Do not put | P addresses for more than one
machine in this field.

Once a MASTER is authorized, refresh the browser that is connected to the MASTER and
ensure both machines can talk to each other by looking at the status.



Synchronization Between M aster and Save
The following configurations are synchronized:

= Maodifications to filtering rules, such as Score Corffiguration, Content Filters, RBL Filters, and black
and whitelisted |P address.

= Associations.

= Disgtribution List .

= User Configuration along with passwords .

= Trusted Domains.

= Profiles

The following are not synchronized:

= Server Corfiguration, such as TCP/IP ports, SSL certificates, server mode.
= Configuration for SMTP server or SMTP proxy server.

= Administrator's email and password.

= Active Directory, Message Retention, Alerts, Local Host File, ClamAV.

= Live Monitor.

= Logfiles.

= Global reports - daily, monthly, and yearly.

= Maximum global email size



M essage Repository

Message repository is autometically synchronized between MASTER and SLAVES. Therefore, when you
search messages or display a list of all messages, the MASTER will pull necessary information from the
SLAVES and display one consolidated result. Additionally, different colors are used in the message repository

when a message is pulled froma SLAVE.

The same applies for user reports that are sent on daily basis. Reports will only be sent out from MASTER
and will contain records from the SLAVES. Users will only get one report that will pull data from every
instance of Xeans.



What to Avoid When Clustering is Enabled

Do not change any configurations that are in the SLAVE machine(s). This includes filtering rules, AD Lists,
User Corfigurations, and Trusted Domains. Any configuration from the MASTER will autormetically apply to
the SLAVE.



Trouble Shooting

I ntroduction
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|nstallation Problems
Scenario 1: You are unable to connect to the Admin Console

1. If you are running Xeams on Windows, ensure Xeams service is running. By default, the Admin Console
listens for client connections on TCP/IP port 5272.
2. Confirm you have this port number specified inthe URL. For example: hitp://localhost:5272.

Scenario 2: Xeams service will not start

1. Firgt, ensure no other TCP/IP servers are listening on the ports that are used by Xeams. These ports are:
o 5272 - web server for Administration console
e 25-SMTP server
o 143 -IMAP server
e 110- POP3 server
e 4949 - Connection server. Thisis used internally by Xeams.
2. Next, check the logs files for errors. The default location for the log files is %INSTALLATION_DIR%/logs.
These logs files, particularly xeans.log, may contain some important information pertaining to the reason of why
it is failing. Another log file to refer to is wrapper.log .
3. Ladlly, try running Xeams server in debug mode. Follow the steps below to run in debug mode:

A. Start a console window or a termina window if you're on a Linux/UNIX machine. Change the current
directory to the installation folder of Xeams.
B. OnWindows, type: run.bat debug. On Linux/UNIX type: ./run.sh debug.

This will start Xeams manually, by-passing the Windows Service or Linux/UNIX cron job. Watch the console
window closely for any errors.



|nbound Emails

Consider the Following Scenario:

A user John, john@BusinessPartner.com, warts to send an email to Mary,
mary@Y ourCompany.com

Johnis a user on the Internet who may or may not use Xeans.

Mary is a user on your network and her emails go through Xeans.

John wants to send an email to Mary.

Inregard to this scenario, there may be times where something could go wrong in the process of receiving

inbound emails.

Please see this article on the list of steps where it can go wrong and how to troubleshoot them

In addition to above, here are related scenarios regarding to inbound email issues:

I'm not receiving the daily summary/quarantine report for my users.
Confirmthe email is not being blocked by a Front Door Rejector.
Confirm the email does not exceed the Deletion Threshold.
Confirm the email does not exceed the maximum global size.
Confirmyou are not recelving a error code 420.



https://www.xeams.com/summary-report.htm
https://www.xeams.com/front-door-rejector.htm
https://www.xeams.com/disappeared-emails.htm
https://www.xeams.com/disappeared-emails.htm
https://www.xeams.com/error-420.htm

Troubleshooting Outbound Emails
Consider the following scenario:

e A user, Mary, mary@Y ourCompany.com, wants to send an email to John,
John@BusinessPartner.com.

« Johnisauser onthe Internet who may or may not use Xeans.
e Maryisauser onyour network and has specified the hostname or IP address of Xeams machine in

her MS Outlook or Thunderbird client
e Mary warntsto connect to her email client and send an email to John.
In this scenario, there may be issues occurring during the process of sending out outbound emails.

Please see this article on the list of steps where it can go wrong and how to troubleshoot them.



| mproving Junk Filtering

When an email comes into Xears, there are numerous filters that apply a score to the message. Once the
filters are applied, Xeams will determine if an email is junk, possible spam, or a good message based on the
final score. Administrators can modify these filters to improve and fine tune the scores. In addition to modifying
the filters, they can use certain tools and configure their server to enhance their junk filtering.

Please see this article for a list of ways to improve jurk filtering.



Xeamsis Not Starting After an Update

During an update, Xeams pulls files from our main website. Use the following steps to restore if you find
Xeams is not starting after an auto update:

1.

3.

Y ou must have access to the machine where Xeams is running.

Stop Xeansiif it is running.

Open File Manager on Windows or Terminal on Linux and go the SINSTALL_DIR\lib folder. This
path on Windows is typically set to C:\Xeams\lib and on Linux it is /opt/Xeamd/lib.

Try starting Xeams service.

Once the service is up, download two files. Xeams.jar and webfront.zip and put themin
$INSTALL_DIR\patches folder.

Do not extract the contents of webfront.zip. Y ou should only have 3 files in the patches folder:

= Patcher.jar
= Xeamsjar
= webfront.zip

Login to the web interface as admin.
Click Restart on the right hand side.



Xeamsisrunning very dow/unr esponsive

Certain configurations can low down Xeams, making it unresponsive. Please take a look here to help you
troubleshoot the root of the cause.

Additionally, please see the below scenarios:

o If clustering is enabled, confirm master and dave machines are able to ping to eachother.
« If muitiple-profile is enabled in Xeams, confirm you do not have too many profiles.


https://www.xeams.com/performance.htm

Emailsarenot filtering

If your emails are not getting filtered, confirm the license has not expired. To check this, hover your mouse over Tools
and click on About Xeams.

Additional articles/notes:

« Confirmthe active user count does not exceed your license. If so, please see the troubleshooting incorrect

user count page for more detalls.

o Ifthelicenseis not expired and active user count is correct, confirm "enable filtering" is enabled. To check
this, hover your mouse over Filter Management and click on Score Corffiguration. In this page, make sure
enable filtering is checked.

« Sometime before the license expires, Xeams will send an email to the administrator letting them know the
license will expire soon.



https://www.xeams.com/fix-incorrect-user.htm
https://www.xeams.com/fix-incorrect-user.htm

Emails show up in the wrong category

Every email coming into Xeams will be assigned a score. This score determines if the message is good or junk. Please
take alook at our incorrect classification K B article on finding out why the emails are scored incorrectly.



https://www.xeams.com/inc-class.htm
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